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closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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5) D Claim(s) is/are allowed. 
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8) D Claim(s) are subject to restriction and/or election requirement. 

Application Papers 
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DETAILED ACTION 

Claim Rejections - 35 USC § 112 

1 . The following is a quotation of the second paragraph of 35 U.S. C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

2. Claim 1 is rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite for failing 
to particularly point out and distinctly claim the subject matter which applicant regards as the 
invention. 

3. Claim 1 claims, "wherein the integrated encryption key generator is coupled between the 
data buffer". Claim 1, fails to particularly point out and distinctly claim the subject matter which 
the application regards as the invention, because the claim 1, is missing elements. An example, 
on page 4, discloses the encryption circuit is placed between the data buffer and the I/O register. 
Claim 1 only claims the integrated encryption key generator is coupled between the data buffer. 
Correction is required. 

Claim Rejections - 35 USC §103 

1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 



2. Claim 1-5, 7-15, 17-28 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Halpern(2006/0239453) in view of Lyle(2008/0046728). 
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3. As per claim 1, Halpern discloses a data buffer [0063]; an input/output register that 
interfaces with memory of the digital device [0050], and a memory controller that directs digital 
data from the memory to the data buffer with the digital data passing thorough the encryption 
key generator prior to entering the input/output register[0063], wherein the data buffer, 
input/output register and the memory controller are contained within an enclosed digital 
device[0050, 0063]. Halpern discloses the encryption key generator is coupled to a data 
buffer[0063]. 

4. Halpern is silent on an integrated encryption key generator generating at least one key 
based on input received from an inaccurate timing source, Halpern is silent on the integrated 
encryption key generator is enclosed within the digital device. Lyle discloses integrated 
encryption key generator generating at least one key based on input received from an inaccurate 
(i.e. R-C oscillator affected by temperature, voltage, noise or other physical forces)[0132] timing 
source(i.e. R-C oscillator), and Lyle discloses the integrated encryption key generator is enclosed 
within the digital device(i.e. transmitter) [0020, 0055]. 

5. It would have been obvious to one of ordinary skill in the art at the time of the invention 
to include an integrated encryption key generator generating at least one key based on input 
received from an inaccurate timing source of Lyle with Halpern, the motivation is that generating 
at least one key based on input received from an inaccurate timing source insures that a key that 
is generated by using this method is difficult or impossible for an attacker to place the transmitter 
in the same initial state, because the key is based on an inaccurate clock, that can be inaccurate 
due to temperature or voltage or noise, or other physical forces[0132 of Lyle]. 
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6. Same Motivation as above. As per claim 2, Halpern discloses a key store[0045] and a 
linear feedback shift register [00 14] generates a pseudorandom bit pattern while the linear 
feedback shift register is enabled and stores a plurality of bits as at least one key in the key 
store[0014, 0063]. Halpern is silent on an inaccurate clock. Lyle discloses an inaccurate 
clock[0132]. 

7. As per claim 3, Halpern discloses where the encryption key generator further includes a 
random number generator that receives the pseudorandom bit pattern from the linear feedback 
shift register and provides a random number for use by the digital device[0039, 0050]. 

8. As per claim 4, Halpern discloses pseudorandom bit pattern that creates a bit stream; and 
a key store that stores portions of pseudorandom bit pattern as the at least one keys[0050, 0063]. 

9. As per claim 5, Halpern discloses including a pseudo random number generator that 
selects a portion of the pseudorandom bit pattern to be random number[0052]. 

10. As per claim 7, Halpern discloses a subkey that creates a sub-key based on data from the 
memory controller and a selected key from the key store; and a combiner that combines the sub- 
key with the digital data[0069]. 

11. As per claim 8, Halpern discloses a data mixer that mixes the bits of a byte of digital 
data; and a combiner that combines the byte of the digital data prior to the byte being combined 
with the sub-key[0062, 0069]. 

12. Same Motivation as claim 1 . As per claims 9, 22, Halpern discloses a memory controller 
that generates a memory request to retrieve the encrypted digital data; and encryption circuit that 
decrypts the encrypted digital data in response to the memory request of the memory controller 
using one key[0045-0046]. Halpern is silent on decrypt encrypted digital data stored in memory 
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of a digital device, an encryption key generator receiving a signal from an inaccurate clock and 
generating a plurality of keys for encrypting the encrypted digital data. Lyle discloses decrypt 
encrypted digital data stored in memory of a digital device, and encryption key generator 
receiving a signal from an inaccurate clock and generating a plurality of keys for encrypting the 
encrypted digital data[0055, 0022, 0026, 0132]. 

13. As per claim 1 0, Halpern discloses a combiner that combines one of the plurality of keys 
with a bank and row information contained in the memory request resulting in a sub-key[0062, 
0069]. 

14. As per claim 11, Halpern discloses a data mixer that unmixes bits within a byte after the 
sub-key is applied to encrypted digital data[0062, 0069]. 

15. As per claim 12, Halpern discloses generating at least one key, placing the digital data in 
a data buffer; and encrypting the digital data using the at least one key while the digital data is 
being placed[0022, 0045, 0063]. 

16. Same Motivation as claim 1. As per claim 13, Halpern discloses creating a 
pseudorandom bit pattern, and storing at least one portion of the pseudorandom bit pattern in a 
key store as the at least one key[0052]. Halpern is silent on disclosing generating of an 
inaccurate clock. Lyle discloses generating a key based on an inaccurate clock signal[0132]. 

17. As per claim 14, Halpern discloses where the pseudorandom bit pattern is generated by a 
linear feedback shift register[0064]. 

18. As per claims 15,21, Halpern discloses generating a random number from the 
pseudorandom bit pattern[0039, 0050]. 
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19. As per claim 17, Halpern discloses selecting a portion of the pseudorandom bit pattern to 
be used a random number[0050]. 

20. As per claim 18, Halpern discloses mixing the bits of a byte of the digital data with a data 
and combining the byte with the at least one key[0062, 0069]. 

21 . As per claim 19, Halpern discloses generating a sub-key with data from the memory 
controller and the key; and combining the sub-key with the digital data[0069]. 

22. As per claim 20, Halpern discloses mixing the bits of byte of digital data with a data 
mixer; and combining the byte with the sub-key[0050]. 

23. As per claim 23, Halpern discloses combining the at least one key with a bank and row 
information contained in the memory request to generate a sub-key[0062, 0069]. 

24. As per claim 24, Halpern discloses unmixing a byte of encrypted digital data with a data 
mixer[0069]. 

25. As per claim 25, Halpern discloses an encryption circuit with at least one key, a data 
buffer filled with the digital data[0022, 0045, 0063], a memory controller that directs and the 
storage of digital data in the rewriteable memory with the digital data being encrypted by the 
encryption circuit and the at least one key after the digital data has entered the data buffer but 
prior to being stored in the rewritable memory[0063]. 

26. As per claim 26, Halpern discloses a pseudorandom bit stream generator that creates a 
pseudorandom bit stream; and a key store that stores the at least one key that is selected from the 
pseudorandom bit stream[0052]. 

27. As per claims 27, Halpern discloses a data mixer mixes the bits of a byte of the digital 
data; and a combiner that combines the byte with the key[0050]. 
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28. As per claims 28, Halpern discloses wherein the memory controller that directs digital 
data from the memory to the data buffer with the digital data passing through the encryption key 
generator prior to entering the input/output register comprises means for encrypting the digital 
data prior to entering the input/output register[0063]. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to JENISE E. JACKSON whose telephone number is (571)272- 
3791 . The examiner can normally be reached on Increased Flex time, but generally in the office 
M-Fri(8-4:30).. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Edan Orgad can be reached on (571) 272-7884. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



1/29/10 
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